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and' a public key. These keys are

e Hash Provider mathematically related.




BRpEler Encryption Standard (DES)

PRsiCode 2 (RC2). Ron Rivest’s
BVies, which is random and gligle key-size block cipher.
Unigue, from a given data of any Rijndael

length. ~ e Triple DES
e [Used to digitally sign documents.

| Permutation Inverse Initial Permutation
34 26 18 10 8 48 16 56 24 64 32
36 28 20 12 47 15 55 23 63 31
38 30 22 14 46 14 54 22 62 30
40 32 24 16 45 13 53 21 61 29
33 25 17 9 44 12 52 20 60 28
35 27 19 11 43 11 51 19 59 27
37 29 21 13 42 10 50 18 58 26
39 31 23 15 41 9 49 17 57 25
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PIe-DES is DES with two 56-bit keys
dplied:
5 plaintext is DES encrypted with the first
ey.
the second key is used to DES decrypt the
encrypted message
— the twice-scrambled message is then

encrypted again with the first key to yield the

final ciphertext.

hiFunction (Message Digest)
AlGerithm Classes in .Net
UESSEPENDIGESES (MSS)
B esh size is 128 bits
gelle fHash Algorithm 1 (SHA1)
Hashisize is 160 bits
SHA256
=Hash size is 256 bits

e SHA384

SHA512

.

WASVmmetric Cryptodraphic .

AEpHthm Classestin .Net

SEIlIal Signature Algorithm (DSA)

vest-Shamir-Adleman (RSA)

= Algorthm

@fieate a password derived key and
wenvector (1V)

RSt Byte () = _
Syisitem, llext . Encoding.ASCII.GetBytes (“Cs300™)

dm=pdb As-New Rfc2898DeriveBytes(pwd, salt)

Dim key() As Byte = pdb.GetBytes(8)
Dim IV.() As Byte = pdb.GetBytes(8)




tep 3 CrezlteEl) instance of'al crypto) transformer

Dim 1Transi

ECIde Whether to encrypt or decrypt eoreel — fsinput.Read (bufferByte, 0, bufferLen)
Crypition GPYALYGE array into cryto stream
sseiiean . Wi te CbufferByte, 0, bytesRead)
icrement counter
== processedBytes += bytesRead
EEnd-while

Step 5: Create and instance of a cryptosystem

Dim cStream As New CryptoStream(fsoutput, iTransform, _ Step 7: Close all streams

CryptoStreamMode.Write)
cStream.Close()

fisInput.close()
fsoutput.close()

NEstiProyvilder As New MD5CryptoServiceProvider

7Srtep 2. Compute the hash value of the input file

Dim-outbDigest As Byte() = hashProvider.ComputeHash(fsInput)




