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Cryptographic ProviderCryptographic Provider

•• An implementation of a cryptographic An implementation of a cryptographic 

service consisting of classes.service consisting of classes.

•• These .Net cryptographic classes are These .Net cryptographic classes are 

located in the located in the 
System.Security.CryptographySystem.Security.Cryptography

namespace.namespace.

Provider ClassesProvider Classes

•• Symmetric Cryptographic ProviderSymmetric Cryptographic Provider

••Asymmetric Cryptographic ProviderAsymmetric Cryptographic Provider

••Hash ProviderHash Provider

Symmetric CryptographySymmetric Cryptography

•• A single key is used to encrypt A single key is used to encrypt 

and decrypt dataand decrypt data

Asymmetric CryptographyAsymmetric Cryptography

•• Uses a pair of keys : a private key Uses a pair of keys : a private key 

and a public key. These keys are and a public key. These keys are 

mathematically related.mathematically related.
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Hash FunctionHash Function

•• Also called oneAlso called one--way hash function way hash function 

or message digest.or message digest.

•• Creates a fixedCreates a fixed--length array of length array of 

bytes, which is random and bytes, which is random and 

unique, from a given data of any unique, from a given data of any 

length.length.

•• Used to digitally sign documents. Used to digitally sign documents. 

Symmetric Cryptographic Algorithm Symmetric Cryptographic Algorithm 

Classes in .NetClasses in .Net

•• Data Encryption Standard (DES)Data Encryption Standard (DES)

•• RonRon’’s Code 2 (RC2). Ron s Code 2 (RC2). Ron RivestRivest’’ss

variable keyvariable key--size block cipher.size block cipher.

•• RijndaelRijndael

•• Triple DES Triple DES 

Data Encryption Standard (DES)Data Encryption Standard (DES)

IP: Initial Permutation

771515232331313939474755556363

551313212129293737454553536161

331111191927273535434351515959

1199171725253333414149495757

881616242432324040484856566464

661414222230303838464654546262

441212202028283636444452526060

221010181826263434424250505858

IP-1: Inverse Initial Permutation

2525575717174949994141113333

262658581818505010104242223434

272759591919515111114343333535

282860602020525212124444443636

292961612121535313134545553737

303062622222545414144646663838

313163632323555515154747773939

323264642424565616164848884040
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Triple DESTriple DES

• Triple-DES is DES with two 56-bit keys
applied:
– a plaintext is DES encrypted with the first 
key.

– the second key is used to DES decrypt the 
encrypted message 

– the twice-scrambled message is then 
encrypted again with the first key to yield the 
final ciphertext. 

Asymmetric Cryptographic Asymmetric Cryptographic 

Algorithm Classes in .NetAlgorithm Classes in .Net

•• Digital Signature Algorithm (DSA)Digital Signature Algorithm (DSA)

•• RivestRivest--ShamirShamir--AdlemanAdleman (RSA) (RSA) 

Algorithm Algorithm 

Hash Function (Message Digest) Hash Function (Message Digest) 

Algorithm Classes in .NetAlgorithm Classes in .Net

•• Message Digest 5 (MD5)Message Digest 5 (MD5)
–– Hash size is 128 bitsHash size is 128 bits

•• Secure Hash Algorithm 1 (SHA1)Secure Hash Algorithm 1 (SHA1)
–– Hash size is 160 bitsHash size is 160 bits

•• SHA256 SHA256 
–– Hash size is 256 bitsHash size is 256 bits

•• SHA384 SHA384 

•• SHA512 SHA512 

File EncryptionFile Encryption

Step 1: Create an instance of a providerStep 1: Create an instance of a provider
Dim desAlg As New DESCryptoServiceProviderDim desAlg As New DESCryptoServiceProvider

Step 2: Create a password derived key and Step 2: Create a password derived key and 

initialization vector (IV)initialization vector (IV)

Dim salt As Byte() = Dim salt As Byte() = _     _     

System.Text.Encoding.ASCII.GetBytes(System.Text.Encoding.ASCII.GetBytes(““Cs300Cs300")")

Dim pdb As New Rfc2898DeriveBytes(pwd, salt)Dim pdb As New Rfc2898DeriveBytes(pwd, salt)

Dim key() As Byte = pdb.GetBytes(8) Dim key() As Byte = pdb.GetBytes(8) 

Dim IV() As Byte = pdb.GetBytes(8)   Dim IV() As Byte = pdb.GetBytes(8)   
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File EncryptionFile Encryption

Step 3:Create an instance of a crypto transformerStep 3:Create an instance of a crypto transformer
Dim iTransf AsDim iTransf As System.Security.Cryptography.ICryptoTransformSystem.Security.Cryptography.ICryptoTransform

Step 4: Decide whether to encrypt or decryptStep 4: Decide whether to encrypt or decrypt
‘‘for encryption for encryption 

iTransf = desAlg.CreateEncryptor(key, IV)iTransf = desAlg.CreateEncryptor(key, IV)

‘‘for decryption for decryption 

iTransf = desAlg.CreateiTransf = desAlg.CreateDeDecryptor(key, IV)cryptor(key, IV)

Step 5: Create and instance of a cryptosystemStep 5: Create and instance of a cryptosystem
Dim cDim cStream Stream AsAs New CryptoStream(fsOutput, iTransform, New CryptoStream(fsOutput, iTransform, __

CryptoStreamMode.Write)CryptoStreamMode.Write)

File EncryptionFile Encryption
Step 6: Iterate through the fileStep 6: Iterate through the file

While (processedBytes < fileLength)While (processedBytes < fileLength)

'read a 4096 byte data block to encrypt'read a 4096 byte data block to encrypt

bytesRead = fsInput.Read(bufferByte, 0,bytesRead = fsInput.Read(bufferByte, 0, bufferLen)bufferLen)

'copy byte array into cryto stream'copy byte array into cryto stream

cStream.Write(bufferByte, 0, bytesRead)cStream.Write(bufferByte, 0, bytesRead)

‘‘increment counterincrement counter

processedBytes += bytesReadprocessedBytes += bytesRead

End WhileEnd While

Step 7: Close all streamsStep 7: Close all streams

cStream.Close()cStream.Close()

fsInput.Close()fsInput.Close()

fsOutput.Close()fsOutput.Close()

Message DigestMessage Digest

Step 1: Create an instance of a providerStep 1: Create an instance of a provider

Dim hashProvider AsDim hashProvider As New MD5CryptoServiceProviderNew MD5CryptoServiceProvider

Step 2: Compute the hash value of the input fileStep 2: Compute the hash value of the input file

Dim outDigest As Byte() = hashProvider.ComputeHash(fsInput)Dim outDigest As Byte() = hashProvider.ComputeHash(fsInput)


