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1. Client request service

. AS sends ticket and
session key

3. Client sends authenticator

to TGS

4. TGS sends ticket to client

- - 3 )

TGS

5. Client sends ticket to server
6. Server sends client access

( %<3

Step 1: Client request service. Client sends angasisto
AS for authentication; Windows computes a one-way
hash using the password to generate a key.

Attacker: Monitors network and captures session key
usingKerbsniff*. UseKerbcrack* to perform a
dictionary attack to uncover password.

to services
* Kerbsniff and Kerbcrack (http://ntsecurity.nu/toolskerberack)
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