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View System User Information

Enter Usermame:
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. Vulnerable Web Server
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Use an HTTP Proxy to intercept POST data and edit i
before sending it to the server.
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string val=Environment.GetEnvironmentVariable("APPH OME");
string cmd =val + INITCMD;

ProcessStartinfo startinfo = new ProcessStartinfo(cmd );

Process. Start(startInfo);

string val = (string)Session["val'];

try {int value = Int32.Parse(val); }

catch (FormatException fe) {
log.Info("Failed to parse val=" + val);

}
Source: Information Security by Mark Stamp Source: www.fortifysoftware.com
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String rName = Request.ltem("reportName"); 3 J

File.delete("C:\\users\\reports\\" + rName);

#

-\ \\Windows\\System32\\krnl386.exe

zZ;"
PP # ##

list.set_Capacity(
(int) Request.get_ltem("numitems") );

Source: www.fortifysoftware.com

,

FilelnputStream fis;

byte[] byteArray = new byte[1024];

for (Iterator i=users.iterator(); i.hasNext();) {
String userName = (String) i.next();
String pFileName = PFILE_ROOT + /" + userName;
FilelnputStream fis = new FilelnputStream(pFileName);
fis.read(byteArray); // the file is always 1k bytes
fis.close();
processPFile(userName, byteArray);

Source: www.fortifysoftware.com
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