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Email: You’ve won!
Click here!

Vulnerable Web Server

Web Browser: 
Welcome back!

Hacker’s Computer

<script>
MaliciousScript( )

</script>
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Use an HTTP Proxy to intercept POST data and edit it 
before sending it to the server.
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string val=Environment.GetEnvironmentVariable("APPH OME");
string cmd = val + INITCMD; 
ProcessStartInfo startInfo = new ProcessStartInfo(cmd ); 
Process.Start(startInfo);
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string val = (string)Session["val"]; 
try { int value = Int32.Parse(val); } 
catch (FormatException fe) { 

log.Info("Failed to parse val= " + val); 
} 

Source: www.fortifysoftware.com
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String rName = Request.Item("reportName");  
File.delete("C:\\users\\reports\\" + rName);
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..\\..\\Windows\\System32\\krnl386.exe 
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list.set_Capacity(

(int) Request.get_Item("numItems") ); 

Source: www.fortifysoftware.com
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FileInputStream fis; 
byte[] byteArray = new byte[1024]; 
for (Iterator i=users.iterator(); i.hasNext();) { 

String userName = (String) i.next(); 
String pFileName = PFILE_ROOT + "/" + userName;  
FileInputStream fis = new FileInputStream(pFileName);  
fis.read(byteArray); // the file is always 1k bytes  
fis.close(); 
processPFile(userName, byteArray); 

} 
Source: www.fortifysoftware.com
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TCP

Data Link

Physical

UDP

IP

Session

Application

People

People Layer 
Security

People Layer 
Security

Presentation

����78��##&��+���
��/���'����&����

im·mu·ta·ble (�-my�� 't� -b� l) 
adj. Not subject or susceptible to change. –American Heritage Dictionary
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Source: http://www.microsoft.com/technet/archive/community/columns/security/essays/10imlaws.mspx
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