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PrerequisitesPrerequisites

Understand Event LogsUnderstand Event Logs

Understand Signs of IntrusionUnderstand Signs of Intrusion

Know the ToolsKnow the Tools
–– Log Parser (Microsoft)Log Parser (Microsoft)

–– Windows scripts (Microsoft)Windows scripts (Microsoft)

–– PS Tools Suite (PS Tools Suite (SysInternalsSysInternals))

–– Java, Java, NetBeansNetBeans, and , and JFreeChartJFreeChart

Event Log ServiceEvent Log Service

Automatically started in WindowsAutomatically started in Windows

Application and system log files are Application and system log files are 
viewable by usersviewable by users

Security log files are restricted to Security log files are restricted to 
administratorsadministrators

Security logging is turned off by Security logging is turned off by 
defaultdefault

Log Types in WindowsLog Types in Windows

Application log (AppEvent.evt)
– events logged by applications.

Security log (SecEvent.evt)
– contains records of valid and invalid logon 

attempts and events related to resources use, 
such as creating, opening, or deleting files or 
other objects. 

System log (SysEvent.evt)
– contains system component event. Driver 

failures and hardware issues.
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Log Types in WindowsLog Types in Windows

Directory Service log (NTDS.evt)
–Log for active directory services

File replication log (NtFrs.evt)
–contains windows File Replication 

service events and Sysvol changes

DNS logs (DnsEvent.evt)
–DNS event logs are stored in DNS 

servers

Log Information*Log Information*

ErrorsErrors

WarningsWarnings

InformationInformation

Successful auditSuccessful audit

Failed auditsFailed audits

* A major challenge is that it may consist of hours of data and gigabyte of information

Windows Log LimitationsWindows Log Limitations

Lack of real time monitoring and alertsLack of real time monitoring and alerts

Lack of a central log monitoring systemLack of a central log monitoring system

Audit trails limited to local security logsAudit trails limited to local security logs

Critical events not well definedCritical events not well defined

Critical logs may be overwritten by newer Critical logs may be overwritten by newer 
datadata——no efficient archiving processno efficient archiving process

Preservation of log file integrity not well Preservation of log file integrity not well 
developeddeveloped

Log filtering non existentLog filtering non existent

Windows Log DefaultsWindows Log Defaults

Stored in the 
%Windir%\system32\config folder

Have a maximum size of 16 MB
(Windows Server 2003) or 512 KB
(Windows 2000/XP)

Overwrite events more than 7 days old
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Suggested Windows Log Suggested Windows Log 
ConfigurationsConfigurations

Increase the size* of each event log to 
at least 50 MB. 

Change the overwrite behavior for the 
Security log to Do Not Overwrite 
Events
Change the overwrite behavior for the other 
event logs to Overwrite Events As Needed

*Note: each event is about *Note: each event is about ½½ KB in size.KB in size.

Configuring Event LogsConfiguring Event Logs

Configure the security event logging byConfigure the security event logging by
–– Control Panel Control Panel �� Administrative Tools Administrative Tools ��

Local Security PolicyLocal Security Policy

Setup the necessary audit policySetup the necessary audit policy

Configuring Event LogsConfiguring Event Logs

Setup the security optionsSetup the security options

Configuring Event LogsConfiguring Event Logs
Use the Event Viewer to check the generated Use the Event Viewer to check the generated 
events events 
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Some Event TypesSome Event Types

Type 2 : Console logon from local computer.
Type 3 : Network logon or network mapping 
(net use/net view)
Type 4 : Batch logon, running of scheduler
Type 5 : Service logon a service that uses an 
account
Type 7 : Unlock Workstation
Type 10: Remote logon (terminal services, 
remote desktop)

Some Event IDsSome Event IDs

Event ID 528 : Successful Logon
Event ID 529 : Unknown user name or bad password
Event ID 530 : Logon time restriction violation
Event ID 531 : Account disabled
Event ID 532 : Account expired
Event ID 533 : Workstation restriction, the user is not 
allowed to logon at this computer
Event ID 534 : Inadequate rights for console login.
Event ID 535 : Password expired
Event ID 536 : Net Logon service down
Event ID 537 : unexpected error
Event ID 538 : Logoff

Some Event IDsSome Event IDs

Event ID 539 : Logon Failure: Account locked out
Event ID 627 : NT AUTHORITY\ANONYMOUS is trying to 
change a password
Event ID 644 : User account Locked out
Event ID 541 : IPSec security association established
Event ID 543 : IPSec security association ended (key 
exchange)
Event ID 544 : IPSec security association establishment 
failed because peer could not authenticate
Event ID 545 : IPSec peer authentication failed
Event ID 547 : IPSec security association negotiation failed
Event ID 672 : Authentication Ticket Granted
Event ID 673 : Service Ticket Granted

Automating Windows Security Automating Windows Security 
Configuration ManagementConfiguration Management

To add To add Security Configuration and AnalysisSecurity Configuration and Analysis to an to an 
MMC consoleMMC console
Click Click StartStart , click , click RunRun , then type , then type mmcmmc and click and click OKOK. . 
Create a new console, on the Create a new console, on the FileFile menu, click menu, click NewNew. . 
On the On the FileFile menu, click menu, click Add/Remove SnapAdd/Remove Snap --inin , and , and 
then, in then, in Add/Remove SnapAdd/Remove Snap --inin , click , click AddAdd . . 
Click Click Security Configuration and AnalysisSecurity Configuration and Analysis and and 
click click AddAdd . . 
Click Click Security TemplatesSecurity Templates and click and click AddAdd ..
Click Click CloseClose , then click , then click OKOK. . 
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Analyzing Windows SecurityAnalyzing Windows Security

RightRight--click click Security Configuration and Security Configuration and 
AnalysisAnalysis and click and click Open DatabaseOpen Database . . 

OpenOpen or or CreateCreate aa database as neededdatabase as needed . . 

RightRight--click click Security Configuration and Security Configuration and 
AnalysisAnalysis ,, and then click and then click Analyze Analyze 
Computer NowComputer Now . . 

To view the log file, rightTo view the log file, right--click click Security Security 
Configuration and AnalysisConfiguration and Analysis ,, and then and then 
click click View Log FileView Log File ..

Analyzing Windows SecurityAnalyzing Windows Security
Using Using seceditsecedit in the in the Command PromptCommand Prompt

seceditsecedit /analyze /DB /analyze /DB FileNameFileName [[/CFG /CFG FileNameFileName ] ] 
[[/log/log LogPathLogPath][][/quiet/quiet ]]

Where:Where:
/DB/DB FileNameFileName Path to database security Path to database security 
template template 
/CFG /CFG FileNameFileName Path to at least one security Path to at least one security 
template template 
/log/log LogPathLogPath Path to the log file for the Path to the log file for the 
process. process. 
/quiet /quiet Suppresses screen and log output. Suppresses screen and log output. 
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Intrusion DetectionIntrusion Detection

Objectives of system intrusionObjectives of system intrusion
–– Access informationAccess information
–– Manipulate informationManipulate information
–– Render a system inoperativeRender a system inoperative

100% prevention of system intrusion is 100% prevention of system intrusion is 
unrealisticunrealistic
System penetration and damage can be System penetration and damage can be 
alleviated by detecting the attempts and alleviated by detecting the attempts and 
implementing preventive measures implementing preventive measures 

Intrusion Detection Classification*Intrusion Detection Classification*

Attempted breakAttempted break--ins ins ----detected by atypical behavior detected by atypical behavior 
profiles or violations of security constraints. profiles or violations of security constraints. 
Masquerade attacksMasquerade attacks----detected by atypical behavior profiles detected by atypical behavior profiles 
or violations of security constraints. or violations of security constraints. 
Penetration of systemPenetration of system----detected by monitoring for specific detected by monitoring for specific 
patterns of activity. patterns of activity. 
LeakageLeakage----detected by atypical use of system resources. detected by atypical use of system resources. 
Denial of serviceDenial of service----detected by atypical use of system detected by atypical use of system 
resources. resources. 
Malicious useMalicious use----detected by atypical behavior profiles, detected by atypical behavior profiles, 
violations of security constraints, or use of special violations of security constraints, or use of special 
privileges. privileges. 

* Steven E Smaha. Haystack: An Intrusion Detection System. In Fourth Aerospace Computer 
Security Applications Conference, pages 37-44,  Austin, Texas, December 1988.  

A Simple Intrusion Detection A Simple Intrusion Detection 
SystemSystem

System 
Parameters

Normalized Data

Activate
Intrusion

Alarm

Add Profile

Modify Profile

Threshold
Reached

Audit/Log Data

Pre-Processing &
Normalization

A Simple Log Visualization SystemA Simple Log Visualization System

Java-Based
Visualization 

System

Collated & 
Normalized 

Data

Enter Visualization Options

Display Charts

Audit/Log Data

Pre-Processing,
Collating, &
Normalization
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Intrusion Detection using Event Log Intrusion Detection using Event Log 
AnalysisAnalysis

Failed logons attemptsFailed logons attempts
–– Event ID 529Event ID 529--535, 539535, 539

User Account LockoutUser Account Lockout
–– Event ID 644Event ID 644

Security Enabled Group/Local setting changedSecurity Enabled Group/Local setting changed
–– Event IDs 631Event IDs 631--641641

User account/password changedUser account/password changed
–– Event IDs 627, 628, 642Event IDs 627, 628, 642

SuccesfulSuccesful Network LogonNetwork Logon
–– Event IDs 540Event IDs 540

Intrusion Detection using Event Intrusion Detection using Event 
LogsLogs

User account created/enabledUser account created/enabled
–– Event ID 624 and 626Event ID 624 and 626

Audit policy changedAudit policy changed
–– Event ID 612Event ID 612

Domain policy changedDomain policy changed
–– Event ID 643Event ID 643

Security log was clearedSecurity log was cleared
–– Event ID 517Event ID 517


