Prerequisites
Log Management = Understand Event Logs

and Intrusion m Understand Signs of Intrusion
Detection & Know the Tools

—Log Parser (Microsoft)

Dr. Guill = ia Il —Windows scripts (Microsoft)
r. Guillermo Francia, S Tooe T e
—Java, NetBeans, and JFreeChart

Event Log Service Log Types in Windows

B Automatically started in Windows 1 Application log (AppEvent.evt)

. . . —events logged by applications.
s Application and system log files are s At
. 1 Security log (SecEvent.evt)
viewable by users

— contains records of valid and invalid logon
1 Security Iog files are restricted to attempts and events related to resources use,

e such as creating, opening, or deleting files or
administrators ather objects, .
8 Security logging is turned off by m System log (SysEvent.evt)

default

— contains system component event. Driver
failures and hardware issues.




Log Types in Windows

mDirectory Service log (NTDS.evt)
—Log for active directory services

mFile replication log (NtFrs.evt)

—contains windows File Replication
service events and Sysvol changes

mDNS logs (DnsEvent.evt)
—DNS event logs are stored in DNS
servers

Windows Log Limitations

2 | ack of real time monitoring and alerts

1 Lack of a central log monitoring system
m Audit trails limited to local security logs
a Critical events not well defined

m Critical logs may be overwritten by newer
data—no efficient archiving process

| Preservation of log file integrity not well
developed
| Log filtering non existent

Log Information*

m Errors

® Warnings

2 [nformation

m Successful audit
M Failed audits

* A major challenge is that it may consist of hours of data and gigabyte of information

Windows Log Defaults

2 Stored in the
%Windir%\system32\config folder

@ Have a maximum size of 16 MB
(Windows Server 2003) or 512 KB
(Windows 2000/XP)

mOverwrite events more than 7 days old




Suggested Windows Log Configuring Event Logs

Configurations ) ) )
= Configure the security event logging by

=|ncrease the size* of each event log to — Control Panel  Administrative Tools
at least 50 MB. Local Security Policy

= Change the overwrite behavior for t ESclupthenccessalyaUeiRES
Security log to Do Not Overwrite
Events e

5 seanty Setings

% £ AccountPoldes TNy
wdt account logon events
8 tocal Polces

1 Change the overwrite behavior for the other T

Success, Faiure

event logs to Overwrite Events As Needed e e
(82 Audit process tracking No auditing
(&) audit system events Success, Faiure

*Note: each event is about %2 KB in size.

Configuring Event Logs Configuring Event Logs

B Setup the security options m Use the Event Viewer to check the generated

— events
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Some Event Types

1 Type 2 : Console logon from local computer.

= Type 3 : Network logon or network mapping
(net use/net view)

2 Type 4 : Batch logon, running of scheduler

i Type 5 : Service logon a service that uses an
account

1 Type 7 : Unlock Workstation

2 Type 10: Remote logon (terminal services,
remote desktop)

Some Event IDs

Event ID 539 : Logon Failure: Account locked out

Event ID 627 : NT AUTHORITY\ANONYMOUS is trying to
change a password

B Event ID 644 : User account Locked out
Event ID 541 : IPSec security association established

Event ID 543 : IPSec security association ended (key
exchange)

Event ID 544 : IPSec security association establishment
failed because peer could not authenticate

Event ID 545 : IPSec peer authentication failed

Event ID 547 : IPSec security association negotiation failed
Event ID 672 : Authentication Ticket Granted

Event ID 673 : Service Ticket Granted

Some Event IDs

Event ID 528 : Successful Logon

Event ID 529 : Unknown user name or bad password
Event ID 530 : Logon time restriction violation

Event ID 531 : Account disabled

Event ID 532 : Account expired

Event ID 533 : Workstation restriction, the user is not
allowed to logon at this computer

Event ID 534 : Inadequate rights for console login.
Event ID 535 : Password expired

Event ID 536 : Net Logon service down

Event ID 537 : unexpected error

Event ID 538 : Logoff
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Automating Windows Security
Configuration Management

@ To add Security Configuration and Analysis  to an
MMC console

m Click Start, click Run, then type mmc and click OK.
3 Create a new console, on the File menu, click New.

1 On the File menu, click Add/Remove Snap -in, and
then, in Add/Remove Snap -in, click Add .

1 Click Security Configuration and Analysis  and
click Add .

1 Click Security Templates and click Add .
a Click Close, then click OK.




Analyzing Windows Security

Right-click Security Configuration and
Analysis and click Open Database .

Open or Create a database as needed .

Right-click Security Configuration and
Analysis , and then click Analyze
Computer Now .

To view the log file, right-click Security
Configuration and Analysis , and then
click View Log File .

Analyzing Windows Security

{im|Gonsole Root Segurity Configuration and Analysis) J_Jd USIng Secedlt II’] the Command Prompt

I Console Root [ name Desription

b Pacsuord and account lockout polices
-89 SeatyT  gen pat 3 Auditing, user rights and security options plicie

EventLog secedit /analyze /DB FileName [/CFG FileName ]

Configure Computer Nu fted Groups e . [/|og Log Path] [/qu|et ]

) Services

Import Template. .

o Flosearty el Where:

/DB FileName Path to database security

N Windon from Here tem plate

New Tackoad Ve ICFG FileName  Path to at least one security
Export List,.. I template

— /log LogPath Path to the log file for the
process.

/quiet Suppresses screen and log output.




Intrusion Detection
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Intrusion Detection

¥ Failed logons at

— Event 1D 529-535, 539
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Intrusion Detectiorn using Evert

— Event ID 624 and 626
Audit policy changed
—Event 1D 612
Dormain policy changed ~
—Event 1D 643

Security log was cleared i

— Event 1D 517
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