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W| ndOWS SC” ptl ng « System administrators need to automate

the process of

— Monitoring processes

— Reading and writing to registry
— Managing user accounts

— Backing up and clearing logs

g — File, data, and device management
e — Communication
)y Dr. Guillermo A. Francia, Il
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« VBScript * WMI — Windows Management Instrumentation

¢ CIM — Common Information Model
* Perl

 JScript

e Python

* Ruby

» Windows Script Host (WSH)

* Windows Management Instrumentation (WMI)
* Active Directory Service Interface (ADSI)

» Common Object Model (COM)
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strComputer ="."
Set objWMIService = _

GetObject("winmgmts:\\" _
& strComputer & "\root\cimv2")

Set colltems = objWMIService.ExecQuery _
("Select * from Win32_BIOS")

For Each objltem in colltems
Wscript.Echo objltem.Name

.o
1) Write the script in a file with “vbs”
extension, say “compBIOS.vbs”
2) Execute the script using the console
3) Here is a sample run:

Script Host Uersion 5.6
ght {C) Microsoft Corporation 1?96-2881. All rights reserved.

Next Phoenix ROM BIOS PLUS Uersion 1.1 AB4
Ny
| L1
ol feel
= « A scripting environment used for automating

Set objWMIService = GetObject("winmgmts:\\" &
strComputer & "\root\cimv2")

Set colControllers = objWMIService.ExecQuery _
("Select * From Win32_USBController")

For Each objController in colControllers
If Instr(objController.Name, "Enhanced") Then
izi+l

Next

Wscript.Echo "No. of USB 2.0 Ports: " & i

system administration tasks.

e Itincludes built-in WScript object and three
COM objects: WshShell, WshNetwork, and
WshController.

e WshController is used to run WSH scripts
remotely.
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e Command-based Scripting Host

Where
« script_name is the name for the script file.
« host_parameter (always preceded by two slash marks (//))
is the command line switch to enable/disable WSH options.
« script_parameter (always preceded by one slash(/)) is the value that
is passed to the script.

WSH Options:
/B Batch mode
/ID Disable debugging
/IH:CScript Use the CScript host
/IH:WScript Use the WScript host (default)

/IT:nn Specifies maximum time to run in seconds

i — Use cscript
F Map file
lm‘“ Regstry . .
T 3=1ping ¢ Windows-based Scripting Host
B . L
EE: — Double click the script file
. — Use wscript
' ' " 3 Map et — Use the Windows Run command
SCIpANg anging host
- T
TCL ParsaSonpl Text
l 5 Execube seript
* CormmMUNICEtng with Bnging
as nosded
n;\i\.
C:\> CScript script_name //host_parameters /script_par ameters e Hmmmm....| wonder where????
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* list the services in Windows?

strcomputer ="."

set x = getobject("winmgmts:\\" & strcomputer & _
"\root\cimv2")

sety = x.execquery("Select * from win32_service")

foreachziny
I wscript.echo z.name & ™* & z.state
Next




 determine the 20 largest files on a
computer?

Set objLogParser = CreateObject("MSULtil.LogQuery")

Set objlinputFormat = _
CreateObject("MSUtil.LogQuery.FileSystemInputFormat ")

objlnputFormat.Recurse = -1

Set objOutputFormat = _
CreateObject("MSUtil.LogQuery.NativeOutputFormat")
objOutputFormat.rtp = -1

strQuery ="SELECT Top 20 Path, Size FROM 'C:\*.*, D \E
ORDER BY Size DESC"

objLogParser.ExecuteBatch strQuery, objinputFormat,

objOutputFormat

* move files based on a file extension?

strComputer = "."
Set objWMIService = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

Set colFiles = objWMIService.ExecQuery _
("ASSOCIATORS OF {Win32_Directory.Name="C:\Payroll'} Where " _
& "ResultClass = CIM_DataFile")

For Each objFile in colFiles
If objFile.Extension = "log" Then
strCopy = "D:\Operation Logs\" & objFile.FileName _
& "." & objFile.Extension
objFile.Copy(strCopy)
objFile.Delete
End If
Next

» rename files based on creation date?

strComputer = "."
Set objWMIService = GetObject("winmgmts\\" & strComputer & "\root\cimv2")

Set FileList = objwMIService.ExecQuery _
("ASSOCIATORS OF {Win32_Directory.Name="C:\Logs'} Where " _
& "ResultClass = CIM_DataFile")

For Each objFile In FileList
Wscript.Echo objFile.CreationDate
Next

Your file name may look like this 20061115010635.627219-480 which is UTC date.

+ rename files that were renamed in the previous example to a name
that contains only the year, month, and day?

strComputer ="."
Set objWMIService = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

Set FileList = objWMlIService.ExecQuery _
("ASSOCIATORS OF {Win32_Directory.Name="C:\Logs'} Where " _
& "ResultClass = CIM_DataFile")

For Each objFile In FileList
strDate = Left(objFile.CreationDate, 8)
strNewName = objFile.Drive & objFile.Path & strDate & "." & "log"
errResult = objFile.Rename(strNewName)

Next

Your file name will look like 20061115.log instead of 20061115010635.627219-480.




< retrieve information from event logs (Security event log)
regarding unsuccessful logons (event code: 529)?

 determine when a removable drive gets
connected/disconnected?

strComputer = "."
Set objWMIService = GetObject("winmgmts:{(Security)}\\" & strComputer & "\root\cimv2")

Set colEvents = objWMIService.ExecQuery _
("Select * from Win32_NTLogEvent Where Logfile = 'Security’ and " _
& "EventCode = '529™)

For Each objEvent in colEvents
Wscript.Echo "Category: " & objEvent.Category
Wscript.Echo "Computer Name: " & objEvent.ComputerName
Wscript.Echo "Event Code: " & objEvent.EventCode
Wscript.Echo "Message: " & objEvent.Message
Wscript.Echo "Record Number: " & objEvent.RecordNumber
Wscript.Echo "Source Name: " & objEvent.SourceName
Wscript.Echo "Time Written: " & objEvent. TimeWritten
Wscript.Echo "Event Type: " & objEvent. Type
Wscript.Echo "User: " & objEvent.User

Next

strComputer =
Set obJWMISerwce = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

Set colEvents = objWMIService.ExecNotificationQuery _
("Select * From __InstanceOperationEvent Within 10 Where " _
& "Targetinstance isa 'Win32_LogicalDisk™)

Do While True
Set objEvent = colEvents.NextEvent
If objEvent.Targetinstance.DriveType = 2 Then
Select Case objEvent.Path_.Class
Case "__InstanceCreationEvent"
Wscript.Echo "Drive " & objEvent.TargetInstance.Deviceld & _
" has been added."
Case "__InstanceDeletionEvent"
Wscript.Echo "Drive " & objEvent.TargetInstance.Deviceld & _
" has been removed."
End Select
End If
Loop

e monitor changes to a registry key?

e add an agent to jazz up my script?

strComputer = ".
Set objWMIService = GetObject("winmgmts:\\" & strComputer & "\root\default")

Set colEvents = objWMIService.ExecNotificationQuery _
("SELECT * FROM RegistryKeyChangeEvent WHERE " _
“Hive="HKEY_LOCAL_MACHINE' AND " & _
"KeyPath="SOFTWARE\\Microsoft\Windows\\CurrentVersion\\Run"")

Do
Set objLatestEvent = colEvents.NextEvent
Wscript.Echo Now & ": The registry has been modified."
Loop

strAgentName = "Merlin"
strAgentPath = "C:\Windows\Msagent\Chars\" & strAgentName & ".acs"
Set objAgent = CreateObject("Agent.Control.2")

objAgent.Connected = TRUE
objAgent.Characters.Load strAgentName, strAgentPath
Set objCharacter = objAgent.Characters.Character(strAgentName)

objCharacter.Show
Set objRequest = objCharacter.Play("Announce")

Do While objRequest.Status > 0
Wscript.Sleep 100
Loop

Set objRequest = objCharacter.Speak _
("Please wait while we collect inventory information for your computer.")




» schedule a task to run at a certain time?

strComputer = "."
Set objWMIService = GetObject("winmgmts:" _

& "{impersonationLevel=impersonate}!\\" & strComputer & "\root\cimv2")
Set objNewJob = objWMIService.Get("Win32_ScheduledJob")

errJobCreated = objNewJob.Create (“cscript c:\WindowsScripts\AllServices.vbs™, _

mekkikix ] 23000.000000-420", True, 1 OR 4 OR 16, , , JobID)
Wscript.Echo errJobCreated

The script, AllServices.vbs, to run at 12:30 PM every Monday, Wednesday, and Friday

Note: You also can schedule task by using the Task Scheduler in Windows
(Start All Programs Accessories System Tools Scheduled Tasks)

A .wsh file is a text file that has a format similar
to that of an .inf file.

[ScriptFile]
Path=C:\Temp\CountUSB.vbs
[Options]

Timeout=10

DisplayLogo=1

BatchMode=0

To use a .wsh file:
1) double-click the .wsh file icon or
2) At a Windows command prompt, use Cscript.exe or Wscript.exe
to execute that script.

") (

The Windows script file (.wsf) is a text
document containing XML code that
incorporates several features that provide
increased scripting flexibility. Supports:

* Include Statements

e Multiple Engines

» Type Libraries

» XML Editor Tools

* Multiple Jobs in One File

<Job id="IncludeExample">

The “Sample.wsf " file <Script language="JScript" src="fso.js"/>

<Script language="VBScript">
' Get the free space for drive C.
s = GetFreeSpace("C:")
WScript.Echo s

</Script>

</Job>

function GetFreeSpace(drvPath) {

The “fso.js” file varfs, d, s;

fs = new ActiveXObject("Scripting.FileSystemObject");
d = fs.GetDrive(fs.GetDriveName(drvPath));

s ="Drive " + drvPath + " -,

s += d.VolumeName;

s +="Free Space: " + d.FreeSpace/1024 + "Kbytes";
return s;
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WSH allows multiple languages in a single .wsf file.

<job id="PERLandVBS">
<script language="PerlScript” RUNAT=Server>
sub PerlHello {
my $str = @_[0]; $Wscript ->Echo($str);
}
</script>
<script language="VBScript">
Wscript.Echo "Hello from VBScript"
PerlHello "Hello from PERLScript"
</Script>
</Job>

+ )

e HTML Applications (HTAS) provide a way
for you to wrap your scripts up in a
graphical user interface.

» Use the HTA Helpomatic tool for
generating HTA code snippets.

<html><head> <title>HTA Test</title>

<HTA:APPLICATION
APPLICATIONNAME="HTA Test"
SCROLL="yes"
SINGLEINSTANCE="yes"
WINDOWSTATE="maximize"

>

</head>

<script language="VBScript">
Sub TestSub

Msgbox "Testing 1-2-3."

End Sub

</script>

<body>

<input type="button" value="Run Script"
name="run_button" onClick="TestSub">

<p>

</body></html>




<head> <title>Operating System Version</title>
<HTA:APPLICATION
APPLICATIONNAME="Operating System Version"

SCROLL="yes"
SINGLEINSTANCE="yes"
></head>

<script language="VBScript">
Sub GetOSVersion
strComputer = "."
Set objWMIService = _
GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
Set colOperatingSystems = _
objWMiIService.ExecQuery _
("Select * from Win32_OperatingSystem")
For Each objOperatingSystem in colOperatingSystems
Msgbox objOperatingSystem.Caption & " " & _
objOperatingSystem.Version
Next
End Sub
</script>
<body>
<input type="button" value="Operating System" name="run_button"
onClick="GetOSVersion">
</body>

Sub GetProcesses
strComputer ="."
Set objWMIService = GetObject("winmgmts:\\" & strComputer & “\root\cimv2")
Set colProcesses = objWMIService.ExecQuery("Select * From Win32_Process")
strHTML = "<table border="1' style="border-collapse: collapse' " & _
"bordercolor="#111111" width="100%" id="Tablel1' >"

For Each objProcess in colProcesses
StrtHTML = strHTML & "<tr>"
StrHTML = strHTML & "<td width="50%">" & objProcess.Name & "</td>"
strHTML = strHTML & "<td width="50%">" & objProcess.ProcessID & _
"<ftd>"
Next
StrHTML = strHTML & "</table>"
DataArea.lnnerHTML = strHTML
End Sub
</script>
<body> <input type="button" value="Operating System"
name="run_button" onClick="GetProcesses">
<p> <span id = "DataArea"></span> </body>




« Sign scripts with digital signatures.

 Restrict the ability of a user to run a script.

¢ Disable Windows Script Host.
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